
The Essential Eight

The Australian Cyber Security Centre (ACSC) leads the Australian 
Government’s efforts to improve cyber security in our country. Their role is 
to help Australian businesses to protect themselves online. 

The ACSC baseline of cyber threat mitigation compliance is known as The Essential Eight. These mitigation 
strategies make it much harder for adversaries to compromise your systems. Implementing the Essential Eight 
proactively can be more cost-effective in terms of time, money and effort than having to respond to a successful 
large-scale cyber security incident.
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APPLICATION WHITELISTING
Whitelist approved and trusted programs to prevent the execution of unapproved or malicious 
programs from executing. This includes all executables (.exe), DLLs, scripts (Windows Script Host, 
PowerShell and HTA), and installers (.msi). 

PATCHING APPLICATIONS
Perform regular patching/updating of applications in your system. This includes, but is not limited to, 
Microsoft Office, PDF readers, Java, Flash and Web Browsers. Vulnerabilities in old versions or 
unpatched software are often the vector for an adversary to gain control over your system.

OFFICE MACROS
Configure Microsoft Office products to block the execution of un-trusted macros. Office macros 
provide users with handy programming features to perform a job or task much faster and more 
intelligently than manual methods. However these macros are not immediately noticeable to the 
standard user and often run in the background without user interaction. 

An attacker will often populate documents that appear as normal presentations or resumes but upon 
opening will run code inside macros, giving the attacker a foothold on your system. To mitigate this 
risk, only allow macros to run from documents in a trusted location with controlled write access or 
restrict to only digitally signed macros by a trusted certificate.

HARDEN USER APPLICATIONS
Tightly control applications that have the ability to perform unwanted or potentially vulnerable actions. 
Unless the features are explicitly needed, Web browsers should be configured by default to block 
Flash, advertising and the Java runtime plug-in. 

RESTRICTING ADMINISTRATIVE PRIVILEGE
Restrict administrative privilege for operating systems and applications based on user duties. 
Periodically review users access and remove un-necessary system privilege. Accounts with 
exceptionally powerful access (domain and enterprise admins) should not have the ability to browse 
the internet or read email.
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PATCHING OPERATING SYSTEMS

Periodically patch and upgrade your operating systems to the latest versions. Ensure you are using 

supported versions of operating systems to ensure security patches are being developed by the 

manufacturer as new vulnerabilities are discovered.

MULTI-FACTOR AUTHENTICATION

Set up multi-factor authentication to provide higher authentication assurance for privileged, power 

and remote user access. Multi-Factor authentication is essentially the introduction of additional 

methods for the verification of the users identity. The benefit here is a user won’t be authenticated to a 

system unless they provide two or more of the following:

 something they know, like a PIN or a password

 something they have, such as a smartcard or a physical one-time PIN

 something they are, such as a scan of their fingerprint, iris, voice or face.

This is particularly important for remote access as a username and password combination alone does 

not guarantee the person on the other end is who they claim.

BACKUP DAILY

Daily backups of the most important new or changed data and configuration settings will allow your 

business to maintain reasonable availability in the event of a system crash or cyber security incident. 

Backup plans will vary according to business need, however at a minimum you should be retaining 

backups for at least three months and storing them disconnected from your system. You should also 

test the restoration procedure and validate the backup integrity periodically.
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NOTE FROM BES IT SYSTEMS:

Best practice for most organisations is 15 minute backup 

intervals, not daily.

This is dependent on the nature of your business, but we know of dozens of businesses who stand to 

lose thousands of dollars of productivity every hour of work they lose. For example, if you’re a 

professional services firm and bill clients in 15 minute increments, it’s logical to have backups running 

automatically 4x per hour.

If you’re unsure about how and how often your key applications and servers are backed up, contact 

us today on 1300 237 487 or email info@bes.com.au.  We are happy to look at your current backup 

situation, provide recommendations and offer compliant disaster recovery backup solutions to suit 

your organisation. 
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