
Notifiable Data
Breach Scheme

Head Office
A. 16 Cinderella Drive, Springwood Q 4127, M. PO Box 149, Springwood Q 4127
P. 07 3340 5555 F. 07 3340 5540 E. sales@bes.com.au

www.bes.com.au

WHAT IS IT?
Australia’s new Mandatory Data Breach reporting laws came into effect on 22 February 2018. The new 
law is known as the Notifiable Data Breach (NDB) Scheme.

WHO NEEDS TO COMPLY?
If you fall into one of the following categories, then you not only have to comply with the Privacy Act, 
but now you also need to comply with the NDB Scheme.
The NDB Scheme applies to you if:
   you are an Australian Government agency
   credit reporting body
   health service provider
   TFN recipient (someone holding a Tax File Number in your systems)
   a business or non-profit organisation with an annual turnover of more than $3 million 

WHAT IS AN ELIGIBLE DATA BREACH?
An eligible data breach is one in which there is unauthorised access, disclosure or loss of personal 
information held by an entity and that access, disclosure or loss is “likely to result in serious harm to any 
of the individuals to whom the information relates”.

In this situation, “serious harm” includes physical harm, financial/economic harm, emotional harm (e.g. 
embarrassment and humiliation), psychological harm (e.g. marginalisation and bullying) and reputational 
harm. If a data breach occurs and the data could lead to the type of harm mentioned, it is your legal 
obligation to comply with the new NDB Scheme laws.

WHAT ARE THE NEW OBLIGATIONS?
If the organisation incurs an “eligible data breach”, within 30 days it must notify individuals whose 
personal information is likely to result in serious harm due to the breach. The organisation is also 
obligated to alert the Australian Information Commissioner of the eligible data breach.

WHAT IF YOU FAIL TO REPORT?
If you fail to report an eligible breach of data, both individuals and the business itself will face serious 
consequences. Individuals will face penalties up to $360,000 and $1.8 million for organisations.

HOW CAN YOU PREPARE?
   Seek legal advice to ensure that you are fully aware of your obligations
   Secure your networks and protect against viruses, spyware, and other malicious code
   Establish or review IT security practices and policies to protect sensitive information
   Educate employees about cyberthreats and hold them accountable
   Be prepared with procedures and protocols in place should a data breach occur
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Your security is our priority! We offer security audits and security awareness trainings 
to help you stay safe. Contact us today on sales@bes.com.au


