Disaster Recovery
Essentials

Implement Realtime Incremental Backup Solution
While it’s important to prevent as many attacks as possible, it is still possible to be breached regardless
of your precautions. One thing SMBs should all be doing is realtime incremental backups, a current
image based backup of all servers is the best protection against disaster, corruption or ransomware and
a critical part of your cybersecurity defences.

What should I Backup?
In a word? Everything. The whole point of backup or disaster recovery for a small business is to provide
an ability to recover regardless of the loss incurred. One of the simplest ways to accomplish this is to
perform image-level backups, where the entire system (whether physical or virtual) is backed up as a
single data set.

Backup vs Disaster Recovery vs Archive
It is a common misconception that backup and Disaster Recovery (DR) are the same thing. The two
certainly work hand-in-hand but it’s critical to understand that backup is not DR and DR is not backup
and neither options are deﬁnitely not considered to be an Archive solution.
In general backups are a process of backing up, so it may be used to restore the original after a data
loss event, a Disaster Recovery solution is a set of policies, tools and procedures to enable the recovery
or continuation of vital technology infrastructure and systems following a disaster.

Should I have Backup or Disaster Recovery or both?
This depends on your individual company needs and is usually based on the tolerances that a company
can cope with in the event of a failure. To calculate these tolerances, we consider your recovery time
objective (RTO) (the amount of time it will take to recover) and your recovery point objective (RPO)
(the amount of data a company can afford to lose). Last is the maximum tolerable period of disruption
(MTPoD). In other words, how long can you go before the business REALLY begins to suffer?

You’re going to test this, right?
It's not surprising that most small businesses neglect to test their backups. It is surprising that even
some large enterprises are guilty of this. They'll start running backups, and assume everything will be
ﬁne but if you never actually try to restore a ﬁle, an application, or a server, you don't really know if you
can. A backup is only good if it restores.

Are you protecting your Backups?
With increasing innovations in the ransomware space, attackers are no longer restricting themselves to
only data corruption. Backups are becoming the next line of attack for ransomware tools and when you
are in a situation with no data or its backups you end up being hostage to the ransomware attacker.
Taking a backup is only the ﬁrst step in your protection, it is just as important to safe guard those
backups as well.

Your security is our priority! We offer security audits and security awareness
trainings to help you stay safe. Contact us today on sales@bes.com.au
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